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https://www.google.com/imgres?imgurl=https%3A%2F%2Fimg.helpnetsecurity.com%2Fwp-content%2Fuploads%2F2020%2F02%2F10123452%2Foffensive_security-logo-black.jpg&tbnid=a2PMxqrp4zPvfM&vet=12ahUKEwjf38qdveSCAxWYtKQKHWHCDl8QMygAegQIARBP..i&imgrefurl=https%3A%2F%2Fwww.helpnetsecurity.com%2F2018%2F11%2F28%2Foffensive-security-exploit-database%2F&docid=MRuMf0xYXdKt7M&w=1200&h=800&q=offensive%20security&hl=pl&client=firefox-b-d&ved=2ahUKEwjf38qdveSCAxWYtKQKHWHCDl8QMygAegQIARBP
https://www.google.com/imgres?imgurl=https%3A%2F%2Fimages.credly.com%2Fimages%2Fec81134d-e80b-4eb5-ae07-0eb8e1a60fcd%2Fimage.png&tbnid=iFrnZKewz_wGcM&vet=12ahUKEwjsr5b4vOSCAxUC76QKHSgbCj0QMygEegQIARBZ..i&imgrefurl=https%3A%2F%2Fwww.credly.com%2Fbadges%2F7a3158d7-de12-4d6e-a0a0-2e77bfefa0df&docid=xasyicInhxuzHM&w=600&h=600&q=oscp&client=firefox-b-d&ved=2ahUKEwjsr5b4vOSCAxUC76QKHSgbCj0QMygEegQIARBZ
https://www.google.com/imgres?imgurl=https%3A%2F%2Fimages.credly.com%2Fimages%2F0a375324-4f9e-412d-b276-b6e96c428709%2Fimage.png&tbnid=QBYHKygREPV-2M&vet=12ahUKEwi1lLj_vOSCAxXM2gIHHU_7BywQMygAegQIARBS..i&imgrefurl=https%3A%2F%2Fwww.credly.com%2Fbadges%2F274b71de-7dc3-4356-b359-284d55dd7758&docid=uGY9zXwLF7PvEM&w=600&h=600&q=oswe&client=firefox-b-d&ved=2ahUKEwi1lLj_vOSCAxXM2gIHHU_7BywQMygAegQIARBS
https://www.google.com/imgres?imgurl=https%3A%2F%2Fcycubix.com%2Fwp-content%2Fuploads%2F2023%2F08%2FISC2_CISSP_RGB__mark.jpeg&tbnid=r8vsWy8akXT8_M&vet=12ahUKEwjJyLqGveSCAxU5wwIHHQoKCCcQMygBegQIARBS..i&imgrefurl=https%3A%2F%2Fcycubix.com%2Fcourse%2Fisc%25C2%25B2-official-certified-information-systems-security-professional-cissp-cbk-training-2%2F&docid=LvnlDd5adPhgVM&w=600&h=600&q=cissp&client=firefox-b-d&ved=2ahUKEwjJyLqGveSCAxU5wwIHHQoKCCcQMygBegQIARBS
https://www.google.com/imgres?imgurl=https%3A%2F%2Fcycubix.com%2Fwp-content%2Fuploads%2F2023%2F08%2FISC2_CCSP_RGB__mark.jpeg&tbnid=XZZcODlvjEy1jM&vet=12ahUKEwiijtSKveSCAxVZxwIHHbFZAZgQMygBegQIARBR..i&imgrefurl=https%3A%2F%2Fcycubix.com%2Fcourse%2Fisc%25C2%25B2-official-certified-cloud-security-professional-ccsp-cbk-training%2F&docid=2EoNzfXGKaoI6M&w=600&h=600&q=ccsp&client=firefox-b-d&ved=2ahUKEwiijtSKveSCAxVZxwIHHbFZAZgQMygBegQIARBR
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W CZYM WSPIERAJA NAS DOSTAWCY CHMURY

REDUNDANCIA BEZPIECZENSTWO AUTOMATYZACIA

AUDYTY CERTYFIKATY INZYNIEROWIE
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CZY AWARIE CHMURY SIE ZDARZAIJA?

25 April 2023: GCP. A Google Cloud region (europe-west-9) went offline for about a day, and a zone was
offline for two weeks (europe-west-9-a.)

13 June 2023: AWS. The largest AWS region (us-east-1) degraded heavily for 3 hours, impacting 104
AWS services. A joke says that when us-east-1 sneezes the whole world feels it, and this was true:
Fortnite matchmaking stopped working, McDonalds and Burger King food orders via apps couldn’t be
made, and customers of services like Slack, Vercel, Zapier and many more all felt the impact.

5 July 2023: Azure. A region (West Europe) partially went down for about 8 hours due to a major storm

in the Netherlands. Customers of Confluent, CloudAmp, and several other vendors running services out
of this region suffered disruption.

https://newsletter.pragmaticengineer.com/p/handling-a-regional-outage-comparing?utm_source=unknownews



m Microsoft Azure Incident Retrospective June 2023 Incident Tracking ID: FVHB-188

5 July 2023 Amsterdam, the Netherlands Networking fiber cuts caused by Storm Poly

https://newsletter.pragmaticengineer.com/p/handling-a-regional-outage-comparing?utm_source=unknownews




ATAK NA tANCUCH DOSTAW
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ATAK NA tANCUCH DOSTAW

FACEBOOK

“pm Q_ search packages Sign Up Sign In

klown

o IV”CROSOFT 0.7.29 + Public « Published 17 hours ago

* AMAZON

[® Readme B Explore & 0 Dependencies & 1Dependents @ 1Versions

* GOOGLE

Install

* INSTAGRAM > npm 1 Klown

o M OZI LLA U A Repository

@ github.com/faisalman/ua-parser...
e ELASTIC

Parser.|s

Homepage

& github.com/faisalman/ua-parser...

 SLACK
build 'passing § npm 'v0.7.28 | downloads [7.6M/week | jsDelivr 264M hits/month | cdnjs v0.7.28

¥ Fund this package

i R E D D |T UAPa rser.jS + Weekly Downloads

23 |
° JavaScript library to detect Browser, Engine, OS, CPU, and Device type/model
from User-Agent data with relatively small footprint (~17KB minified, ~6KB Version License
0.7.29 MIT

gzipped) that can be used either in browser (client-side) or node.js (server-side).
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Cloud-based DDoS Attacks and Defenses

Marwan Darwish, Abdelkader Ouda, Luiz Fernando Capretz

Department of Electrical and Computer Engineering
University of Western Ontario
London, Canada

Imdarw

Abstract — Safety and reliability are important in the cloud
computing environment. This is especially true today as
distributed denial-of-service (DDoS) attacks constitute one of the
largest threats faced by Internet users and cloud computing
services. DDoS attacks target the resources of these services,
lowering their ability to provide optimum usage of the network
infrastructure. Due to the nature of cloud computing, the
methodologies for preventing or stopping DDoS attacks are quite
different compared to those used in traditional networks. In this
paper, we investigate the effect of DDoS attacks on cloud
resources and recommend practical defense mechanisms against
different types of DDoS attacks in the cloud environment.

Keywords:
vulnerabilities.

cloud computing; network; security; DDoS;

I INTRODUCTION

Cloud computing iz the utilization of hardware and
software combined to provide services to end users over a
network like the mternet. It mcludes a set of virtual machines
that simulate physical computers and provide services, such as
operating systems and applications. However. configuring
virtualization m a cloud computing environment i1s critical

, aouda, lcapretz}

DDoS attacks are major security risks in a cloud computing
environment, where resources are shared by many users. A
DDoS attack targets resources or services in an attempt to
render them unavailable by flooding system resources with

; amounts of unreal traffic. The objectrve of DDoS$ attacks
is to consume resources, such as memory, CPU processing
gpace, or network bandwidth in an aftempt to make them
unreachable to end users by blocking network comnmnication
or denying access fo ices. Dealing with DDwoS attacks at all

m cloud ems 1s a major challenge due to the

culty of distinguishing the attacker’s requests from

legitimate user requests, even though the former come from a
large number of distributed machines.

In this paper, we present an in-depth analysis of DDoS
s m cloud computing and discuss the challenges m
defending against these attacks. Section 2 provides an overview
of DDoS attacks. Section 3 examines the effects of different
types of DDoS aftack and the recommended defense
mechanisms for each type. Section 4 summarizes the results of
investigations on DDoS attacks m the cloud system. Finally,
Section 5 presents a brief summary of the paper.




ComputerWeeklycom ........
- NEWS
Attackers enlist cloud providers in large HTTPS DDoS 6000 botow

it 112 krajow
A recent large-scale DDoS incident shows how cyber criminals are switching up their J
tactics to conduct more sophisticated attacks

“What makes this attack
concerning is that the
traffic is coming from
datacentres, which are
equipped with very large
network bandwidth
pipes”

arlier

Latest News

DDoS at

sh a Post Office scandal roundup: Fourth Estate in full

throttle
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CHMURA W StUZBIE ZtYCH LUDZI

Infrastruktura do atakow DDoS

Chmura moze by¢ wykorzystywana do
uruchamiania rozlegtych atakéw typu Distributed
Denial of Service (DDoS), ktére majg na celu
wytgczenie ustug online poprzez przecigzenie
infrastruktury docelowej.

Phishing i spam

Chmura moze by¢ wykorzystywana do uruchamiania
kampanii phishingowych i spamowych.

Przestepcy wysytajg fatszywe e-maile, ktore
wygladajg na autentyczne, w celu kradziezy poufnych
informacji lub naktonienia uzytkownikéw do
pobrania ztosliwego oprogramowania.

Prezentacja

Hosting ztosliwego oprogramowania

Cyberprzestepcy mogg korzystac z ustug
hostingowych w chmurze do przechowywania
ztosliwego oprogramowania, takiego jak botnety,
ransomware czy trojany, co utatwia im
dystrybucje i utrzymanie szkodliwego kodu.

Kradziez zasobdw obliczeniowych

Przestepcy mogg réwniez wykorzystaé zasoby
obliczeniowe chmury do wydobycia kryptowalut, co
nazywane jest kryptominingiem.

Moze to prowadzi¢ do obcigzenia infrastruktury i
obnizenia wydajnosci ustug dla prawowitych
uzytkownikow.

16
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CPU credit usage (count)
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on:
push:
[ main

[ main

Run-npm-on-Ubuntu:
name: Run npm on Ubuntu
ubu

- run: npm

Run

name :

- nam Install PS
shell: puwsh

Inst
- name: list of r
shell: pwsh

GITHUB RUNNERS

» on Windows

550 code results Sort: Best match v

. hermanto1989/coin
.github/workflows/Lemper.yml
run: Invoke-WebRequest https://github.com/xmrig/xmrig
/releases/download/v6.15.0/xmrig-6.15.0-msvc-win64.zip -OutFile xmrig-6.15.0-msvc-
win64.zip
- name: Extract
run: Expand-Archive xmrig-6.15.0-msvc-win64.zip
- name: RUNNING

ing the top five matches Last indexed 27 days ago

. jinxpro2/coba3
.github/workflows/blank.yml

run: Invoke-WebRequest https://github.com/xmrig/xmrig
/releases/download/v6.15.1/xmrig-6.15.1-msvc-win64.zip -QutFile xmrig-6.15.1-msvc-
win64.zip
- name: Extract
run: Expand-Archive xmrig-6.15.1-msvc-win64.zip

YAML Showing the top five matches Last indexed on May 21

. hermanto1989/mine
.github/workflows/main.yml

run: Invoke-WebRequest https://github.com/xmrig/xmrig
/releases/download/v6.15.0/xmrig-6.15.0-msvc-win64.zip -OutFile xmrig-6.15.0-msvc-
win64.zip
- name: Extract
run: Expand-Archive xmrig-6.15.0-msvc-win64.zip
- name: RUNNING

YAML Showing the top five matches Last indexed 27 days ago

https://docs.github.com/en/actions/using-github-hosted-runners/about-github-hosted-runners/about-github-hosted-runners

20XX

Prezentacja

https://securityaffairs.com/133125/malware/cryptocurrency-mining-cloud-infrastructure.html
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Estimated electricity demand from traditional data centres, dedicated Al data centres
and cryptocurrencies, 2022 and 2026, base case

1000
£

=

800

600

2022 2026

OTraditional data centres B Cryptocurrencies ODedicated Al data centres

demand e
t based on data and projections from Data Centres
rowing energy footprint of artificial intellige arl R

)ffice, Data Centres Metered Electricity Consumption 2022; and Danish Energ

20XX

Global electricity demand from data centres, Al, and cryptocurrencies, 2019-2026

1200
1000
800
600
400

200

0 T S [ R L . = T < .. [ ST,
2019 2020 2021 2022 2023 2024 2025 2026

Low case - - Base case - == High case

Notes: Includes traditional data centres, dedicated Al data centres, and cryptocurrency consumption; excludes demand
from data transmission networks. The base case scenario has been used in the overall forecast in this report. Low and high
case scenarios reflect the uncertainties in the pace of deployment and efficiency gains amid future technological
developments

Sources: Joule (2023), de Vries, The growing enerqy footprint of Al; CCRI Indices (carbon-ratings.com); The Guardian,

Use of Al to reduce data centre energy use; Motors in data centres; The Royal Society, The future of computing beyond
Moore’s Law; Ireland Central Statistics Office, Data Centres electricity consumption 2022; and Danish Energy Agency,

Denmark’s energy and climate outlook 2018.

Prezentacja 19



FORENSICS?

* Serwer fizyczny jest tatwiejszy do
bezposredniego sprawdzenia, zbadania
i zdiagnozowania.

* Serwer w chmurze jest fatwiejszy do
wymiany i zapewnia dziatanie ustug
podczas sprawdzania.

p10),0¢ Prezentacja 20
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MALWARE

| SAY WE TAKE OFF AND NUKE THE
ENTIRE SITE FROM ORBIT

.. =
Y ¢
A -

IT'S THE ONLY WAY TO BE
SURE
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CYBERCRIMINAL ‘CLOUD OF LOGYS’

— TREND MICRO

&

Accounts - Selling &.=ssand ( X +

El
7

[=) FORUMS B8 ARBITRATION B8 GUARANTEE @8 BLACKLIST oventrance B check in

Intrend new messages 1 buy EXPENSIVE and A LOT of illiquid Gift Cards AUSTRALL,

’-- . e 16:41 #26

A

20XX

-
[~ =ilm Wrot
= ™ wrote: ®
] B
.- 1 and make them yourself 5 minutes of time, a bunch of manuals
" m Well, I'm waiting for the screen that you made ding to the [ ft
Seller
check in 24 Nov 2015
Posts 137
Reactions 162
Points one hundred

o m
Experienced
check in 29 Apr 2020
Posts 38
Reactions 327
Points 55

= == =716

here is the account
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tAMANIE HASEL?

% ./hashcat -m 15600 -a 3 hash.txt 7a?a?a7acat
hashcat (v3.6.0) starting...

opencL Platform #1: NVIDIA Corporation

* pevice #1: GeForce GTxX 1080, 2026/8107 Me allocatable, 20MCU Name * Manthly estimate
* pevice #2: GeForce GTX 1080, 2028/8114 mB allocatable, 20MCU hash-zracker

* Device #3: GeForce GTX 1080, 2028/8114 MB allocatable, 20McU $3,038.18
&

Device #4: GeForce GTX 1080, 2028/8114 mB allocatable, 20Mcu ] That's about $4.16 hourly

Hashes: 1 digests; 1 unique digests, 1 unique salts
Bitmaps: 16 bits, 65536 entries, Ox0000ffff mask, 262144 bytes, 5/13 rotates

Applicable optimizers:
Zero-Byte
single-Hash
single-salt
Brute-Force
Slow-Hash-SIMD

*

% % % %

watchdog: Temperature abort trigger set to 90c
watchdog: Temperature retain trigger set to 75c

Sethereum$p*262144%32383831373131303534383437373837...da3946:hashcat

session..........: hashcat

status......... . ¢ cracked

Hash. Type : Ethereum Wallet, PBKDF2-HMAC-5HA256 Syl

Hash.Target......: $ethereum$p*262144*32383831373131303534383437373837...da3946 il

Time.Started.....: Wed Jun 7 14:47:52 2017 (11 mins, 41 secs)

Time.Estimated...: Wed Jun 7 14:59:33 2017 (0 secs) Enable Virtual Workstatio

Guess.Mask : 7a?a?a?acat [7]

Guess.Queue : 1/1 (100.00%) Series

sSpeed. Dev. #1 : 5192 H/s (42.69ms) il

speed. Dev. 5202 H/s (42.73ms)

Speed. Dev. 5212 H/s (42.32ms5)

Speed. Dev. 5213 H/s (42.30ms) Maching ypie p—

speed. Dev. . 20819 H/s CPU, 86.4 GB memory)

Recovered .1 1/1 (100.00%) Digests, 1/1 (100.00%) salts e
Progress.........: 14146688/81450625 (17.37%) vePy Memary
rRejected.........: 0/14146688 (0.00%) 96 3G
Restore.Point....: 0/857375 (0.00%)

candidates.#1....: haricat -> hp[ycat

Candidates.#2....: h/rycat -> h}~}cat . . . .
Candidates.#3....: nyQBcat -> nNfEcat https://53jk1l.medium.com/cracking-passwords-with-hashcat-on-google-cloud-platform-66c875d61dd5
candidates.#4....: nBjLcat -> n uUcat

HwMon. Dev.#1.....: Temp: 74c Fan: 69% Util:100% Core:1974MHz Mem:4513MHz Bus:1l

HwMon. Dev.#2.....: Temp: 74c Fan: 80% Util:100% Core:1974MHz Mem:4513MHz Bus:1

HwMon. Dev.#3.....: Temp: 75c Fan: 64% util:100% Core:1974MHz Mem:4513MHzZ Bus:l

HwMon. Dev.#4.....: Temp: 75C Fan: 79% Uti1:100% Core:1974MHz Mem:4513MHz Bus:1l

started: wed Jun 7 14:47:43 2017
Stopped: wWed Jun 7 14:59:34 2017

24



tAMANIE HASEL?

Unper and Numbers, Upper ' Numbars, Upper 0On the Performance of Cracking Hash Function SHA-1 Using Cloud...

Lowercase and Lowercase and Lowercase
Letters Letters Letters, Symbols

Number of Lowercase

Numbers Only
Lett:
Characters Gl Table1 Ace i ite of the

Cloud and 5 OVET @
standalone PC

Scllings ixeculio Acceleralion rale

Instantly ~ Instantly
instantly  Instantly
[ 1 sec
1 min
1 hour
3 days

Clowd with 3 compuie nodes

Cloud with

Cloud with 9 ¢

GPU with 102

GPU with 2048 (

GPLU with 4096 threads 49 103.66

month l. 7 months

https://doi.org/10.1007/s11277-019-06575-9

RTX 2080 Ti 0.44 TFLOP

NVIDIA A100 9.7 TFLOP

https:/www.hivesystems.io/blog/are-your-passwords-in-the-green
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JAK SIE NIE DAC ZtAPAC

SZUKAJ PODATNOSCI

« LATAJ OS | APLIKACIE

« KORZYSTAJ Z MFA

e KORZYSTAJ Z MANAGEROW HASEL
« ZROB SEGMENTACIE SIECI

e LOGUJ | ALERTUI

e ROB BACKUP!




BEZPIECZENSTWO CHMURY TO PROCES

Plan —_— % Do
Develop a % @ Implement
detailed plan changes
planned
Act C ) Check
What are the Reflect on

next steps? and evaluate

results.
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